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The directives in this section affect the overall operation of Apache,

such as the number of concurrent requests it can handle or where it
can find its configuration files.

Don't give away too much information about all the subcomponents
we are running. Comment out this line if you don't mind remote sites

finding out what major optional modules you are running
gerverTokens Prod
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telnet [AIAIO|E URL E£ IPJAFEZE - dBiNo=Z
telnet> OPTIONS * HTTP/1.0(YE 2 )
- httpd.conf It /[apache_home]/conf/httpd.conf Of Af 2Ol

rir

80](RANE)

B =Xy
- HTTP Method & 27 =22 Kot
Apache & ME{= GET, POST, PUT, DELETE, CONNECT, OPTIONS, PATCH,
PROPFIND, PROPPATCH, MKCOL, COPY, MOVE, LOCK, UNLOCK &2| Ctst
Method & X| &%t
O] Method =2 WebDAV L} telnet 2 0| &3l siT Method E RH5I= 82

MEO| 2lojo| meS HEStALE, 4H & £+ U

- httpd.conf Tt A AL 7+s B Method € Of2Het 20| Z=X| M1

<Directory  /home>

AllowOverride FileInfo AutoConfig Limit
Options MultiViews Indexes SymLinkslfOwnerMatch IncludesNoExec
<Limit OPTIONS PROPFIND>
Order allow,deny
Allow from all
</Limit>
<LimitExcept GET POST>
Order deny,allow
Deny from all

</LimitExcept>

</Directory>

X 9leh 20| HESH YYH2Z Apache B AH{O| 2101 ABHS THE ALE R}
2|9 AFE A= X|BHEl Method Q1 PUT DELETE COPY MOVE PATCH MKCOL
(o] ]

Method & AHEE == 81
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Apache : AllowOverride X|A|Xt0]| AutoConfig 40| 7 0] US EL
IS : &%l 2 A" SH0| H2 & =0 UK E2 B8R
ok &%l CI2E2|0f o|FHehe E7Estn UX| e B2
X ZX|A| OFAE £41 2 & AO|E0| HEE dsfofat
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-vi HEJ|E 0|83t /[Apache_home]/conf/httpd.conf IS & =
# vi /[Apache_home]/conf/httpd.conf
- AllowOverride X|A|XH0]l AutoConfig M A% of &2 20l
W XS
-vi HE7|E 0|83}0] /[Apache_home]/conf/httpd.conf IS A =

#vi /[Apache_home]/conf/httpd.conf
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- MY = B E C|AE2|9 AllowOverride X|A|XHO| Al AutoConfig &4 A7
(=8 T) AllowOverride X[A|X}0f| None 40| 2780 A=

<Directory  /home>
AllowOverride None

Allow from all

</Directory>

H0| 2850

olo
o=

(=8 =) AllowOverride X|A|Xt0]| AutoConfig &

<Directory  “/usr/local/apache2/htdocs” >
AllowOverride AutoConfig

Allow from all

</Directory>

- ALEA eSS

MM Cl2E 2|0 .htaccess IHY Aotz LY

=2 AHI-OI

)

AutoName "C|EE 2| AtEX} 215"
AutoType Basic
AutoUserFile /usr/local/apache/test/.auth

Require valid-user

K| AIRE ok
AutoName 215 B9 (g B2t Ao 215 HO| HEAlRl= &7
AutoType Q15 HEl ( Basic =&, Digest)
AutoUserFile | AFEAL HE(OHO|C| 8! T{AQE) ME MY 2|X|
AutoGroupFile | & ItQ| ?[X| ( &M)
Require HZS o8 MEXExs, OF EHO

- ALEXH QIS0 AFEE ofo|C| S IjARE MY

#htpasswd —c /usr/local/apache/test/.auto test
New password:

Re-type new password:

Adding password for user test

[root@localhost apache]#
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<httpd.conf>
ScriptAlias /cgi-bin/ “/export/home/httpd/cgi-bin/”

ScriptAlias = AI'§ & CIHEHZ|O M & ZE 2SS

ool @=L E|l= NZ2H0|L AAE SO A3 -ET} &
o

APM
- £ ClHE 2|0 s CGl 23 YE MATH A & dYste w2
ScriptAlias X|A|XtE A3t L} Options X|A| X0 ExecCGl & HHsH=ZA0|H,
A IhsotEE 4O
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> e
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22 M= AE2 23 (Symbolic link)S 0|23}0] 7|Z2| &l 2M 0]2/o| mAUA|AH HZO|
7tSStEE St /US
Ol2{ot HH2 Ho|dZ XNS5t= HtH, Yt ALBAIEE A|AH F9 mho M2 = UA St
HOt 22X E LHAIZ
7b8 A AE XEHQ| root CIEHEZ|()O AE 2 ZH ¥ MY +5 ALEAL HoteE BE oY
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®
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® APACHE
m =iy
- vi BB 7|E 0|83t0] /[Apache_home]/conf/httpd.conf IS & =

# vi /[Apache_home]/conf/httpd.conf
- Options X|A|XtOf| FollowSymLinks & 2Ol

W X[
- vi HEJ|E 0]23}0 /[Apache_homel/conf/httpd.conf ItLS A =

#vi /[Apache_home]/conf/httpd.conf

- d™El RE C|AE22| Options X|A|XFOIA FollowSymLinks &M &| 7

o
o

=
(== ™) Options X|A|Xt0f| FollowSymLinks &M0| MH &0 U

<Directory />

Options Indexes FollowSymLinks
AllowOverride None

Order allow, deny

Allow from all

</Directory>

(=8 F) Options X|A|XF0f| FollowSymLinks &M M A & X%

T o T

<Directory />
Options Indexes
AllowOverride None
Order allow, deny
Allow from all

</Directory>

%
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#vi /[Apache_home]/conf/httpd.conf

- AH¥E BE ClAHZ|2| LimitRequestBody X|A|XIOf| A LY AtO|= EFF Aot A4

<Directory />
LimitRequestBody 5000000(% "/" & 2

</Directory>
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- /lapache_home]/conf/httpd.conf Of| A Of 7 Hof| &tot 22 AX|(FHX 2| Hogh

#AliasMatch A/manual (?:/(?:de|en]|es|fr|ja]ko|
ru))?(/.*)?$ “/usr/local/httpd/manual$1”

#<Directory “/usr/local/httpd/manual”>
Options Indexes

AllowOverride None

Order allow,deny

Allow from all

<Files *.html>
SetHandler type-map

</Files>

SetEnvIf Requst_URI A/manual /(de | en | es | fr|ja| ko |ru)
langage=$1

H OH O H O H O H OH OHF OHF OH OH H*

{2, 3/ * /manual /$1$2
#</Directory>

/ prefer —

RedirectMatch 301 A/manual( ? : /(de | en | es | fr|ja | ko | ru))
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#vi /[Apache_home]/conf/httpd.conf

A ==
28 82

- DocumentRoot
CloHEZ|E HE

DocumentRoot "C| 2 E{ 2|

- DocumentRoot “/usr/local/apache/htdocs”-> DocumentRoot "B C|EZ|" 2
s

Ol “/usr/local/apache/htdocs” 7} Ol & 9|

2.3 HOF mjjX]

WB-27. Open SSL #|2F H{H

> e
o Fo4H H4Y
F| 2ot OpenSSL H{T 2 A 83ts 2 MH{ e 20| E AO|O| M SAXI 2= otE HIO|HE
529t g 5= AU FAHE, AoYAE HH FAYH S22 Qg 2F 340 == & = US
o RELE:¥Y
o HHIIE
- U3 O3 Ol FAFO| EXSHe SSL S AMBSIX| A2 B2

RELIE 21

opennaru.com




openmaruy

APM
FofHol EXHot= HH FtHES 2ete B
OpenSSL 0.9.8 Cf H{H OpenSSL 0.9.8za
OpenSSL 1.0.0 CH BT OpenSSL 1.0.0m
OpenSSL 1.0.1 Cf X OpenSSL 1.0.1h

- FF: FAHO| EXHSt= SSLHTE S ME3H= 8%

o o
- BT YHO|E Al OfZ 2| 0| M0 BO| A2 = ULBE | FAH ZX| Al {E2[AHO|M 2
YA Hol5to s&et e 4

» CH&k s/w

APACHE
[ ]

® APACHE
m =l Y
- 28 32 OpenSSL HE S =2l Salf 4™ O| EXst= HTHAX| =+l
# openss| version —a
OpenSSL 1.0.1e-fips 11 Feb 2013
W =X g
- F4ES 22tet OpenSSL T7|X| S CHS2| AFO|EO)| A T2 20} & X| S0 OF

|
tLt, OpenSSL HT @2 = O{E2[#H 0] M0 GO| UAS = ALEBE,
O Z2|7|0[ SEAtet &o|5t0] At 7 = HEHOF g
OpenSSL I 7| X| T2 URL : www.openssl.org/source/

OF

¥ OpenSSL ¥ 2FH
CVE ZE

44
10
0

RELIZ 22 opennaru.com


http://www.openssl.org/source/

openmaruy

APM
CVE-2014-0224 | =2 E HENO|R TES S8t SUXMITM) SH2 2
& HO|HE 529} 5t MH/22H0[E 7H 1S
HIO|E{ o ZZt0| 7tsTh F A
CVE-2014-0221 | HI"YAX QI DTLS 3HE 40| E OpenSSL DTLS
S 20| E0f ﬁ%sm MH|&~ AR 340| 7ts FA4H
CVE-2014-0195 | H|'§ & X0l DRLS Z2f1H3E OpenSSL DTLS
ZEf0[QIE £E MEO|| M&5t0] oRE MOl 7hs3ot
SRS
CVE-2014-0198 | do_ssI3_write &2 A2 2 Q5 oA E AHAO|
st FUH
CVE-2014-3470 | Anonuymous ECDH ciphersuites 7} 243}l OpenSSL
TLS S2I0|AEO| MH[A HE SZ0| Lde = A=
FHAH
WB-28. X[ TijX| H&
> He
o FAW Y
F7|Hoz HO IIX|S MBoIX| OB M| M7t L & g
o flEE ¥
o« HUJE
- YT A4 2Kt B8 E|of 9lg HR
- % AlA HTX|ZH HE £lof UX| U2 BS
o« YL
- MH| HICIE S8 oHEstE HTS 2o6t0 M8 & LR US
e Hl1
*oFd AKX Al WEB 2Rt EIEIAe Holslol Ftr HE Ty Mg W

» L& s/w

APACHE

LELE

23 opennaru.com



openmaruy
APM

ELRT!

® APACHE
m el U
- Apache H7 =0l
/lapache_home]/bin/httpd —v 2 20l
Apache Z| %l Release dAZH(E| Al =HQILR - 2014 H 6 &)
Apache httpd 2.4.9, Apache httpd 2.2.27, Apache httpd 2.0.65
X &I ALO|E : http://www.apache.org

m =X gH

- Apache Of Lot 2[41Q] B} IHX|E =ol = Y2 0|= B IiX| = H2

= - T

El

X #OH IA| Al WEB 2UXt HEA} HOlste] HHE HE Y MH|A LS
X

oo
HEl HE S 2230 Mg

ofm
OF
——
re O
02!
for

= |_|-$_ 24 opennaru.com



openmaruy
APM

3. ==0| 2Rt N

otef of EMOf 2B E EXE
E:

I = (http://support.opennaru.com)

mo mot

QELE 25 opennaru.com


http://support.opennaru.com/

openmaruy
APM
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