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Qualifio blog - https://qualifio.com/blog/en/4-reasons-connect-sso-qualifio/



d

opennaru

- Confidential -

Opennaruy, Inc. © 2016 | All Rights Reserved



d

opennaru

insready.com - https://insready.com/en/blog/single-sign-using-oauth2-and-jwt-distributed-architecture



P

opennaru

SSO £2l9o| 7| & 1}

Jod

ofm

ALEXL Al

%0
Ol
o]

ol

[N
ok
8o
O

=
o

| CHS3t= #& 22 MA = 7t

S
]
F
Hi



d

opennaru

Application Performance Management

Red Hat SSO

KHAN
. apm |
gbw

- Confidential - Opennaru, Inc. © 2016 AllRightsieswei aw au &




Keycloak 2 F21?
- Keycloak : @&|+ ¥ E=#17|?

- HOo|M Single Sing On (SSO) & %9
-+ 2014 A0fl K7 1.0.0 S A

- Z|M KM 3.4.3 Final (2018
- Keycloak= Red Hat JBoss ZEM|
« Apache 2.0 2f0|MA
» http://keycloak.jboss.org
"Red Hat JBoss EAP” A|HAJ &0

1
EE

Keycloak=2 7|8t 2 Bt "Red Hat SSO '

d

opennaru

H 4% A
Et LE AA ATEQO)

ZoHE HELR

° —
= THoj

v
|
keycloak



Red Hat SSO&t? d)

opennaru

- Red Hat2| SSO 2 E4 A Keycloak?| 2 HH
- JBOSS EAP AI2A| & (JDK 1.8 O] & A|AH| EH Q)
- =3 SH 0|X|0jAM C}2 2 E : access.redhat.com/jbossnetwork
- YojEa|Ao]d U RESTul & MH|AE {I$tSSO&FM
- ECheSh HOH 2| o= of F2|A[0]4d U MH|AE QHHSHA B =

mKE I CLO Representational State Transfer API




d

Anatomy of a Keycloak Server opennary

HTTP Endpoint

Account ODIC SAML
Account SSO0 Protocols

Protocol Mapper

Admin
REST API

=
[12)
J+F]
o

Replication
Keycloak - >
Clients, Users, AuthN, - Users
AuthZ, Policies, ... Sessions
Keys
Realms

=
1+
-1
0
E
=
=

Keycloak

User Identity User Storage

Federation Brokering JPA
ODIC SAML

Events

Directory Service Identity

LDAP(S)  kerberos HIEIEE Database

Active
Directory

eurodataAG - Identity Management with Keycloak(2017.03.29)
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JSON Web Token

Rathes Sachchithananthan - https://rathes.de/blog/de/json-web-token
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Encoded Decoded

HEADER:

eyJhbGci0iJIUzZITNiIsInRS5cCI6IKkpXVCI9. . eyJz
dWIi0iIxMjMBNTY30DkwIiwibmFtZSI6IkpvaG4gR o
GO91IiwiYWRtaW4iOnRydWV9. il

\
;

PAYLOAD:

: "John Doe
n": true

VERIFY SIGNATURE

JWT - https://jwt.io/
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Keycloak blog - http://blog.keycloak.org/2015/03/customizing-keycloak.html
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